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Abstract

People are always looking for secure methods to protect valirdbtmation against unauthorized access
or use. That's why; disciplines like cryptography and stegeaphy are gaining a great interest amopng
researchers. Although the origin of steganography goes bale& tncient Greeks, recent steganographic
techniques hide data into digital media such as sound, imnagevideos. However, steganography took
a step further to utilize the DNA as a carrier of secrrmation. DNA-based steganography techniques
could be for either authentication or data storage. In thispapepropose an original idea of hiding data

in DNA or RNA called LSBase (Least Significant Baséh&itution). It uses a remarkable property| of
codon redundancy to introduce silent mutations into DNA se@seme this way, the DNA sequence dan
be altered without affecting the type or the structurgrotein it produces. When compared with other
techniques, the proposed algorithm showed to be the only klahitjue that is capable of conserving
the functionality of the carrier DNA while maintainingeasonable data payload.

Keywords: Information hiding; steganography; DNA; codons; codonmddncy; mutation.

1 Introduction

The significant advances in computers and communicatieatenl a strong need to secure valuable
information against unauthorized access. Cryptography isobtiee earliest techniques and yet efficient
solutions to many security problems. Contrary to encryptidnich encrypts the messages to make them
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incomprehensible, steganography hides the messages intorswuerit looking cover media in such a way
that the resultant “stego” media is perceptually indistiftalite from the original one. However,
cryptography protects the data only during the transaorissiage, and this protection cannot be effective
after subsequent decryption while steganography technégtieally merge the message in another such that
it is almost impossible to discover the concealed médion or even suspect its existence.

The first confirmed use of steganography is in “His&Jrief Herodotus and dates back to the fifth century
BC: a certain Histio, wanting to make secret contach Wit superior, the tyrant Aristagoras of Miletus,
chose a believing slave, shaved his head and wrote irtlekimessage you wanted to send. He waited for
the hair to grow and ordered the slave to meet Aristagmithsthe instruction that they should shave their
hair.

For the past two decades, researchers are focusing oteclemiques for hiding information in binary files

like text, images [1], audio tracks, video, file systg@is networks [3] and more interestingly 3D Objects
[4]. Recently, researchers looked at DNA as a codiadiam that can contain information just like a disk or
RAM. This makes biological data; stored in DNA, a petrfendidate for hiding messages.

Genes are the equivalent of words that, together, makieeujeicipe”, or genome, of a living being. Genes
are made of DNA or deoxyribonucleic acid. The DNA, in tumformed by pairs of molecules called
nitrogenous bases. The nitrogenous bases are of four typesindd@), thymine (T), cytosine (C) and
guanine (G). What the researchers did was to group tbe tfitrogenous bases in three. Each sequence was
equivalent to a letter of the alphabet. For example, ther lstquence to the equivalent cytosine, adenine and
guanine, or CGA. The letter B was coded as CCA (cy&sadenine and cytosine), and so on, until the
entire alphabets, punctuation marks, and the numbers haghitglent in trios of nitrogenous bases.

During the past few years, researchers gave a greai@itémencoding messages amongst millions of other
similar looking DNA molecules. This inventive technologgn be used for protecting genetic discoveries
such as genetically engineered organisms, gene thetegmggenic crops, tissue cloning, and DNA
computing [5,6,7]. Another interesting application for imf@ation hiding in DNA is the bacteria-based
storage systems. Jiao et al. [8] proved that digital datebe stored in the genome of a living organism for
thousands of years while protecting it against nua@&afosions.

One of the earliest tries in applying information hidswpemes on biological DNA appeared in 1999 [9]. In
1999, Catherine Taylor Clelland, Viviana Risca and Cdtercroft published in Nature “Hiding messages
in DNA microdots” (hiding messages in DNA microdots) fdct, any genetic material is formed by chains
of four nucleotides (Adenine, Cytosine, Guanine, and Thgjnihat can compare to a four letter alphabet:
A, C, G and T. In addition, scientists are currendpable of producing DNA strands with a predetermined
set of nucleotides. Nothing prevents you assign to a grbthree nucleotides an alphabet letter, number or
punctuation marks (e.g. “A” = CGA, “B” = CCA, etc.) andngpose a “genetic message.” To cover the
tracks, power would mix a few other random nucleotide sequefites result is visible only under a
microscope. The authors synthesized a DNA strand tltayms the secret message. The message sequence
is then copied and camouflaged within an enormous number o&dinslzed fragments of human DNA. In
their proof-of-principle experiment, the researchers dro@pemall quantity of a DNA-containing solution
onto a little dot printed on filter paper. They cut due dot, taped it over the period in a typed letter, and
mailed the letter. The recipient succeeded to recover #oeets message after laboratory analysis.
Furthermore, they proved that such DNA-based steganographygestially unbreakable [10].

Another category of the proposed steganography ahgasiregards DNA sequences as a pure information
coding model. This kind of algorithms has shown provide &aiefit solution for a number of applications.

In the field of cryptography, for example, several algponis have been proposed to forms encrypted data as
sequences of DNA nucleotides [11]. In addition, DNA-basedsi@graphy techniques have been utilized to
hide the encryption key into a DNA sequence and hencedhees of the communication will be able to
share it through an unsecure channel [12]. Other examplieslén data hiding in text documents [13], and
smart information management [14].
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In this context, a number of algorithms have been devel@pechbed messages into DNA sequences for the
purpose of data hiding. One of these methods appliedithenatic encoding on binary messages using the
feature of codon redundancy [15]. The length of the resutaigio-DNA depends on the precision of the
embedded fraction and obviously affects the accuracyeoblimd retrieval process. More methods were
introduced in [16]. The authors claimed that there is almogtifference between a real DNA sequence and
a fake one. According to their proposed model, the seadedrthe receiver agree on a reference sequence
before the transmission takes place. The sender therdsriigesecret message into that sequence producing
another DNA sequence. Thus, the retrieval process cdmatone without the help of the reference
sequence. However, there are two problems with this secbhiques. First, the extraction process cannot
be done blindly. That is; sender and the receiver havetsets communicate both the reference sequence
and the Stego-DNA. In fact, communicating such informationccbel suspicious and reveal the secrecy of
the steganographic channel itself. Secondly, the refersequence is randomly modified without any
consideration of the biological interpretation of the DN#ormation. Therefore, the resultant DNA
sequence may encode for an entirely different protein and hearte be employed in any biological
operation instead of the reference sequence.

In this paper, we will present a novel technique for erdiedsecret information in DNA. The algorithm
utilizes the idea of codon degeneracy and silent mutaitioagder to embed the secret information into the
genetic sequence without changing its functionality. Furtbeznthe extraction process can be done blindly
without any need to the reference sequence. Hence, ther serttiehe receiver don’'t have to exchange
anything in advance but the secret key. Furthermore,impsrtant to distinguish between live DNA and
chemical DNA. Cellular DNA (or live DNA) ultimately endsp in a living organism [8], while chemical
DNA sequences are just chemical messages such as DNputiogh solutions and are not intended to
undergo processing by cellular machinery. For the purpbskis paper, DNA is regarded as a theoretical
construct of chemical DNA where changes can be wheregerssary to hide data.

The rest of the paper is as follows: the next sectionsgivglimpse on the genetic code which forms the
basis of the proposed algorithm illustrated later iriigec3. Next, a detailed discussion of the experimental
results is given in section 4. Finally, we summarizeamnclusions in Section 5.

2 The Genetic Code

Each cell of the human body contains a nucleus, in whichgémetic material known as Deoxyribose

Nucleic Acid (DNA) is into chromosomes. The DNA moleculestisictured as a double helix that is made
up of building blocks called nucleotides. Nucleotides canaioreither a purine or a pyrimidine base. The

purine bases are adenine (A) and guanine (G), while thenigimies are thymine (T) and cytosine (C). A

pairs with T and G pairs with C. The sequence of DNAebds read manually after exposure of bases
identified in an X-ray film. To do this four reaction tubee arepared, each containing the template DNA,
DNA polymerase and a primer. Each tube receives a smmalunt of ANTP (dATP, dTTP, dGTP and dCTP)

with one of the dNTPs (dATP, dTTP, dGTP or dCTP) labelik radioactive phosphorus.

In any of the 4 tubes are produced various chain lengih corresponding to the point at which the
corresponding ddNTP is incorporated into this tube and catissngnd of the chain growth. Samples of
each tube are subjected to electrophoresis and subsequent exposuies film so that the position of the
corresponding bases can be determined by reading alonguthgel column.

Hence, DNA is viewed as the sequence of base pairs: TRAGEATCGATCATCGAT. Three adjacent
nucleotides constitute a unit known as the codon that codeanfaxmino acid. Through a long and
complicated process; called the Central Dogma (showign 1), these codons are read and eventually
translated into chains of amino acids, which form a prdi@enetic code). In other words, genes code for
the amino acid sequence of protein molecules where tlamgament of the amino acids dictates the
structure and function of the resultant protein. Thus, #metc code defines a regular mapping of two
entirely different kinds of molecules: nucleic acid basesDNA or RNA, and amino acids that form the
building blocks of protein molecules. So, the mRNA basesA| U, G) can be viewed as triplets that are
mapped to individual amino acids.
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CCTGAGCCAACTATGATGAA
N DNA

O

e Transcription GGACTCGGTTGARACTACT

Translation CCUGAGCCAACUAUUGAUGAA

v

Protein

FEPTIDE
Fig. 1. The central dogma

In Fig. 2, the codons are organized as a quad-tree. loddin tree, the nodes have no labels and the edges
are annotated with the bases U, C, A, and G. With a thveé-diepth, the codon tree offers a space for
exactly 64 (43) unique codes at the leave nodes. Howirahe sake of compact representation, the codons
are combined into 16 groups of four surrounded by a rectangledgerwise traversal of the tree is starting
from the root, taking one of the paths until a leaf node readiotates a codon. With 64 distinctive ways to
do this, you will end up generating all the possible loim@tions of codons.

The three-letter abbreviations (shown in figure) such as™Bhé “Leu” indicate the types of amino acid
molecules. Although we have 64 different codons, thererdye2® amino acids that build up proteins. This
means that some amino acids are coded by more thacodoe in a feature called degeneracy [17]. This
codon redundancy can be effectively exploited to change thetigesefiuence without changing its
functionality.

3 The LSBase Algorithm

Viewing DNA as a coding medium means that the informatmmained in DNA strands can be interpreted,
copied, and maybe modified or mutated. However, rather @éhhinary representation of zeroes and ones,
DNA data consists of sequences of 4 nucleic acids (A3, Tand C).Taking this analogy a step further,
would make DNA a suitable medium for hiding secraadin fact, information hiding can be accomplished
by intelligently altering some portions of the cover such thatdata is not functionally or perceptibly
altered. The proposed algorithm; called LSBase, applies mieaffway to hide secret information in DNA
sequences without affecting the type or structure of thesiprdtcodes for. The following subsections will
illustrate the details of both the embedding and extnagprocesses. The data payload offered by the
algorithm will be as well.

3.1 The Embedding Module

The question now is how can we change the genetic sequEd¢A and still produce the same protein?
Well, the answer is Silent mutations. Silent mutationsaarBNA mutations that do not result in a change in
the amino acid sequence of a protein. For example, the rrequECTGAGCCAACTA will turn into:
CCUGAGCCAACU after the transcription process. During tfaaglation step, this code is processed in
triplets to produce the protein chain: Pro-Glu-Pro-Thr-lleai@ing the third codon to become CCG instead
of CCA can be regarded as a silent mutation. Thahiedboth codons code for the (Pro) amino acid, and
the resultant protein chain remains unchanged. Silent mutatiagccur in a non-coding region (outside
of a gene or within an intron), or they may occur within xaneg(Silent mutation).



Khalifa and Hamad; BJMCS, 11(5): 1-11, 2015; Ariclo.BIMCS.19561

u
)
u G e
c A A
v © O L c 9! D
: : : : + L
vuu |fucu |uau |UGU TR rTeT
uucg lucc |(UACs Hgié GAC &l GGC
UUAT || UCAL - : 3| eec
uuG || ucG® e GG s GAA A

s UAG- GAG: || GG

N a

i )
A, oA
c c/ \a
e ¢ & @O e ¢ ¢ @
S S SR SR S S SR

cCuu jccu | CAU [CGu AUU | ACU | AAU || AGU

cuc CCccC CAC% CGC AUC |lAcC ||AACE| AGCE

CUA: |lccag | CAA™ ||cGAn | |AUAZ [|ACA L | AAAT || AGA
CUG- || CCG™ | CAG. ||CGG™ | |AUGH| ACG™ | ARG, [| AGG

A ! fr

g

A

Fig. 2. The codon tree

Looking carefully at the codon tree (shown in Fig. 2) you diticover that the codons inside each group
begin with the same two bases. In eight instances, afotirecodons in a group specify the same amino
acid. In the remaining groups, the two codons that end withythmidines (U and C) often specify one
amino acid, whereas the two codons that end with the pu#nesd G) specify another. The idea of the
proposed algorithm relies on changing the codon's last base velgifeng its type (either pyrimidine or
purine), in order to code for the same amino acid. In otloeds, the codon's third nucleotide base will be
substituted according to the value of the secret bit as shotine coding scheme in Table 1. That's why we
called this algorithm LSBase, which stands for Lease fiégni Base substitution.

Table 1. A binary coding scheme for the lease significabase of codons

Secret bit Pyrimidines Purines
0 U A
1 C G

The substitution process can be done as explained on all codest or four cases. That is, tryptophan
(Trp) and methionine (Met) have only one codon, so thest && utilized for embedding at all. The same
applies on the stop codon UGA. The fourth case appearsheittinino acid Isoleucine (lle) which is coded
by three codons: AUU, AUC, and AUA. The codons AUU and AU€iaterchangeable because their least
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significant base is pyrimidine while the codon AUA remasirggular and hence will be excluded from the
embedding process.

The process of embedding starts by dividing the DNA seguério codon triplets. The least significant
nucleotide of each triplet is checked to decide whethsrgyrimidine or purine. In the case of pyrimidine,
the least significant base is changed to (U) if theeseait is (0) otherwise it is replaced by (C). Simyarl
the least significant base of purines is substituted byif(f)e embedded bit is (0) and by (G) otherwise.
This substitution scheme can be applied uniformly on theavbedjuence ignoring the codons UGA, UGG,
AUA, or AUG as explained above.

Fig. 3 shows the steps of the hiding process on a sani¥esBquence. Notice that the secret key was used
randomly to scatter the message across the DNA sequdrisestdp is necessary to enhance the security of
the technique such that only the one who has the key can kieguositions and the order of the nucleotides
used for embedding. Furthermore, a simple comparison betweerotligeoh sequence and the original one
would show that the changes made to the DNA sequence datt @ff amino-acid chain and hence would
not change its function.

S:ATG GCG CAG GTA TTA GAC GTA CGC CTA GCT CCA TGBCC AUA GTT
GCC CTG CCC

Msg: 0100011001110101

Key: EGYPT_25JAN

1. ConveriS from DNA to mRNA
S=AUG GCG CAG GUA UUA GAC GUA CGC CUA GCU CcCA
UGG ACC AUA GUU GCC CUG cccC

2. Use Key to shuffle the message bits:
NewMsg: 0101001001101101

S= AUG |GCG|CAG |GUA |UUA |GAC |GUA |cGc|cua cecu
|cca|uca|acc | AuA |Guu |eee|cuc |ccc

4. Apply the LSB substitution:
S'= AUG |GCA|CAG |GUA |uuG|cAu|GUA |cGC|cuA |ccu
|ccaluaa |acu| AUA | Guc|cece|cualccc

5. ConvertS' back to DNA:
S'= ATG GCA CAG GTATTG GAT GTA CGC CTAGCT
CCGTGG ACTATA GTC GCC CTACCC

! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 3. Detect codon triplets 1
| :
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1

Fig. 3. A detailed example illustrating the steps dhe proposed hiding process
3.2 The Extraction Module

This part of the algorithm is usually carried out by theeieer, where he/she have to be able to extract the
embedded message correctly from the stego-DNA. ®ps stre the inverse of the embedding process. That
is; the DNA string is first converted into RNA tripdethat their least significant nucleotide base (LSBase)
are checked to discover the hidden bits. That is, if theals8Bs either (U) or (A), then the embedded bit
was 0; otherwise it was 1. Once again, the codons UGAG,UAJA, or AUG are skipped since they can't
hide any data.
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Fig. 4 shows the steps of the extraction process of thpleddNA used in the embedding example in Fig. 3.
Notice that the extraction process is done “blindly” without rteed to refer to the original cover DNA
sequence. The only thing that the sender and the receivérshars is the key to make sure that no other
party can easily guess or extract the hidden message felvefshie was aware of its existence and/or the
algorithm used for embedding. Furthermore, the actual Bdguences may have hundreds of thousands of
nucleotides while the message can be much shorter thaintkiais case, not all the codons will carry secret
bits. Therefore, header information should be embeddéaeimessage itself in order to provide metadata
for the length and maybe the type of the embedded message.

S'= ATG GCA CAG GTA TTG GAT GTA CGC CTA GCT CCGTGG ABTA GTC
GCC CTACCC
Key: EGYPT_25JAN

1. ConvertS' from DNA to mRNA:
S'= AUG GCA CAG GUA UUG GAU GUA CGC CUA GCU CCG
UGG ACUAUA GUC GCC CUA CCcC

2. Detect LSBase of carrier codons
S' = AUG|GCA|cAG|GUA|uUG|GAU|GUA|cGC]cuA|ceulccaluGalacu|
AUA| Guc|ccclcualccc

3. Extract Shuffled message
ShufMsg: 0101001001101101

4. Use Key to reverse the shuffling process:
Msa: 01000110011101(

Fmmmmm e m e e e e e e e e mm - = -

Fig. 4. A detailed example illustrating the steps dhe proposed extraction process
3.3 Data Payload

Generally, the payload of a steganographic technique isunggbby the maximum size of bits that can be
embedded in the cover media. In the case of DNA mediahitieg capacity is measured in bit-per-
nucleotide (bpn). Assume that the length of the cover DNA (8pi®ted by |S| reflecting the number of
nucleotides composing its sequence. Since the (LSBase)tlalgoran hide only one bit per codon, the
overall hiding payload of the algorithm can be expressddlmws:

1
c " size of message in bits 7 * IS| 1 b
apact = = = — n
pactty size of cover in bases [S] 3 p

4 Experimental Results

4.1 Experimentations on Sample DNA

The purpose of this set of experiments is to evaluatpehifermance of the proposed method. As shown in
Table 2, ten DNA sequences were used as test samptdsséguence is identified by an accession number
as drawn from the database of the Gen bank. In additiongtihetsnessage used consists of approximately
3.7 kilobytes of textual data. The code was implementatudiatlab bioinformatics toolbox. In addition,
Figs. 5, 6 and 7 were also produced using the Matlab sequisnedization tools.
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Table 2. Results of hiding 3.7 kilo bytes of text messagto different DNA sequences

Sequence Length (bp) Max Unused Actual Capacity Changed
capacity (KB) codons (%) (KB) codons (%)
AC153526 200,117 8.14 10.73 7.27 10.56
AC167221 204,841 8.34 10.91 7.42 11.5
AC171183 211,697 8.61 10.78 7.69 9.92
AC16827: 177,02( 7.2C 10.8¢ 6.41 12.72
AC168276 186,675 7.60 9.74 6.86 10.69
AC16625¢ 181,90¢ 7.4C 10.41 6.6 11.04
AC167229 197,711 8.04 11.2 7.14 12.50
AC166259 198,972 8.1 12.03 7.12 12.32
AC15385! 194,03 7.9 9.8¢ 7.11 10.€
AC158656 194,657 7.92 12.01 6.97 13.65

In each case, the table lists the maximum capadéyesf by the cover sequence (measured in kilobytes) and
the percentage of the special case codons that were uresddaliliding and hence could not be used for
embedding. Knowing the percent of these codons can be helpftdriguuting the expected actual capacity
offered in each case. Furthermore, the numbers listed tineléast column reflect the fraction of codons
that were changed or substituted by other codons due to thedding process. The results show that all of
the test cases, no more than 14% of the nucleotides cargpbsi sequence has been replaced by others due
to the embedding process. Furthermore, the amino-&tidtsre is strictly maintained which means that
both the cover sequence and the stego-sequence still enctlde $§ame protein chain.

Figs. 5, 6 and 7, visualize these results for the sequent&3526. Notice that the embedding process has
slightly changed the composition of the cover sequence withbecego either nucleotides or codons.
However, this change did not affect the amino-acid chancodes for. This is, in Fig. 7 that depicts a-pai
wise alignment of the first 200 amino acids of both the cawver stego-sequences. The alignment verifies
al00% matching between the two sequences.

Mucleotide density

@)

Mucleotide density
04 T T T

(b)
Fig. 5. Nucleotide density of the “AC153526” sequence: (Before embedding, (b) After embedding
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ARA AAG
AGA
TGT
TTC T
(b)

@

Fig. 6. Codon composition of “AC153526” sequence: (a) Befoeanbedding, (b) After embedding

Identities = 200/200 (100%)
001 MNSKETDSTASEGMDLLAGANEORESKFSSSISFI*TAN*RRRTRELEIHLNTSNDLM*LEEEIPY

Frrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrreeeel
001 NZKETDSTASEGMDLLAGANRORESKPSSSISFI*TAN*RERTELEIHLNTSNDLM*LEEEIFPY

085 TCAQFPFVFY*F*MN*S5*HEGGHHTLFGFFSTSEF *ESLLARFPINSOHL*S0HOLEVTPELGHELH

(AR R R R R RN R R R R R RN RN RN R AR R R R AR R
085 TCAQPFVFY*F*M*3S+*HKGGHHTLFGFFSTSKF *KSLLARPNSOHL *SOHOLKVTPELGMELH

128 VCGOFWTPEA*ROFIMHEFESSWGCITRPSVIKCPSSTEHFL* TESIOSFES TGP WELPEAGDIN

Frrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrned
129 VCGPWTPEA*ROFINHEFESSWGC ITRPSVIKCPSSTEHFL*TESICOSPRSYTGPWELFEAGDIN

193 GVLEPNCS

[RERRREE
193 GVLEFNC3I

Fig. 7. A pair-wise alignment for the first 600 bases dhe original and embedded “AC153526"
Sequence

4.2 Comparisons with Other Techniques

In this set of experiments, the proposed method was cothpatte other DNA-based hiding schemes. The
comparison spotted a number of differences among theseodsethith respect to three data hiding
parameters: capacity, function conservation, and blindneih. filiction conservation, we mean that the
amino-acid chain coded by both the cover and embedded segskoald be identical. In addition, the
algorithm is considered blind if the embedded data canitbeut reference to the cover sequence used at
the sender side.

As shown in Table 3, although both the methods suggested byll8]dind extraction of the hidden data,
they still could not preserve the functionality of thebedded sequences. The same goes for the substitution
and the insertion methods suggested by [16]. In additidmwdh they provide a higher capacity than the
proposed algorithm, they are not blind. Furthermore, defimitdact that the blind mathematical encoding
algorithm proposed in [15] preserves the functionality of &@mbedded sequence, the LSBase still
outperforms it in terms of complexity and precision. Thathe mathematical encoding algorithm embeds
the binary message as an approximate binary fraction. dbid cause a severe loss of data in the extraction
phase.
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Table 3. A comparison between the proposed hiding appach and similar ones

Provider Approach Capacity (bpn)  Functionality  Blind?
conserved?

Shimanovsky [15] Mathematical Encoding Not defined N

Chang, 2007 [1¢ Lossless compressi-base! 0.7¢ X \
Difference expansion-based  0.11 X \

Shiu, 2010 [16] Insertion method 0.58 X X
Complementary methi 0.07 X X
Substitution method 0.82 X X

The author: LSBast 0.33¢ \ v

5 Conclusions

Looking at DNA strands as a coding medium makes it plesébr DNA to carry information that can be
interpreted, copied, and maybe modified. DNA is up of seges of 4 nucleic acids adenine (A), thymine
(T), guanine (G), and cytosine (C). These nucleotides coulsée to encode binary information in such a
way that its functionality of producing proteinsist affected.

In this paper, we utilize a simple and yet very irgdéng characteristic of codon redundancy. The proposed
algorithm; LSBase, hides a binary message into a DNA segugnaltering the least significant base of its
codons. Depending on the type of the base as well asdtienhbit, the message is embedded in the DNA
without actually changing the protein chain it codes for. Haurhore, the algorithm performs a blind
extraction on the resultant Stego-DNA. That is; the hiddersagescan be completely recovered without
reference to the original DNA sequence.

When compared with other techniques, the LSBase algorithmmeg to outperform other existing
techniques in terms of capacity and blindness. Furtherrttoeeproposed technique showed to be the only
blind technique that is capable of conserving the functionalitythefcarrier DNA while maintaining a
reasonable data payload.

The generic nature of the technique presented in this paglees it applicable to many areas. Examples
include protecting intellectual property especially in fledd of gene therapy and DNA computing. The
presented hiding method may be used as well for the purgoseqoence annotation and cataloguing.
Another useful application can be in the field of cryptografthat is, the LSBase method can be plugged

into the key encapsulation mechanism (KEM) of a hybrightagystem providing an innovative solution to
the key management problem as proposed in [19].
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